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CAMI| SWAT TEAM

* In response to increased cyber security threats impacting businesses in
Maryland, CAMI has established a Cyber Swat team that is prepared to
respond and support businesses in times of need.

* A comprehensive team of cybersecurity experts is assembled from
member companies based on the needs of your business and scope of
your breach.

 CAMI has proactively selected member companies who have agreed to
be SWAT team members. Our team will assemble the appropriate team

based on your company’s size and industry. l's}
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CAMI Cyber SWAT Member Companies
"“Bellwether (’. .
EEE Wdﬁ,%e}? e TOP GROUP TECHNG@ \O Ca@;&!\&i% Gesso Solutions >)) I ((C

International, LLC NETWORK

T G WATLANTIC

_ & A DATA FORENSICS
AnchorTechnologies ~ SummiT

i

(J
\TPLEX Maryland

FOR THE BETTER

EFPOCH  1HINK STACK



ryland

Secretary of State

Technology
Providers

Recovery and rebuild requires
providers that are experts in
infrastructure, networking and

cloud technologies.

Communications

and PR

Communicating to key
stakeholders, clients and partners is
a critical step in the breach process.
Reputational management and
marketing is key to protect your

brand equity.

Anatomy of Cyber

Response Team

Each SWAT Team is comprised of experts in the following areas.

01

03

Made up of security products and
services this robust collection of
companies includes companies that
can help at every step of the cyber

response process.

Legal and
Compliance

Our legal and compliance teams
include experts in cyber law,
insurance and regulatory
compliance.
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A CAMI rep will volunteer their time to
help identify the scope of your breach
and will then assist you in building the

B rea Ch Triage iggg;?riate SWAT team to meet your
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Breach

CAMI Incident Response Recovery
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Identify the scope of Report to regulators Restore systems.
Investigate, forensics. o . Document root cause
the breach. Deploy and officials. Open Validate, test and analysis. Prepare
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Proactivity

* The best way to respond to breach, is to
prevent them.

This is why CAMI encourages
proactivity. As a result we have team
members that can you support you
across the NIST framework. Please
reach out if you would like to
proactively support your business. We
will be happy to connect you with a

team that can support your
preventative needs. S
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Breached Fills out Cyber CAMI receives Triage group Triage group Cyber SWAT CAMI follows up
business visits SWAT Team response - sends calls business, chooses off incidents with incidents
website form requesting Cyber SWAT using script vetted list, response team response team
assistance Team triage gathers (based off size, calls business,
group additional industry, county) gathers any
information sends needed
information to information and
Cyber SWAT provides
incidents proposal of
Response Team services E
D |
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Cyber SWAT Team: A Cybersecurity Incident Hotline for Businesses
Email our hotline directly at CyberSWAT@MDcyber.com

CAMI has @ membership of 500+ cyt

CAMI |

er security professionals

ablished a cybersec ch incident hotlin usinesses. Email © AD com (or fill out our form king

button bel onal will be in touch with you within 1 hour to
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Cyber SWAT Team Hotline

CAMI has a membership of 500+ cyber security professionals and businesses that are available to support your
business. To leverage this resource, CAMI has established a cybersecurity breach incident hotline for
businesses. Fill out the form below to be put in contact with a CAMI member cybersecurity company.

One cyber professional will be in touch with you to help triage your incident and will then provide you with
resources and introductions that can help your business respond,

(There is no cost for this hotline service. Our CAMI member Cyber SWAT Team participants have volunteered to

give their time to businesses in need of infarmation, resources and referrals to keep your business afloat amidst
a cybersecurity crisis.)

Email address *

Valid email address

This form is collecting email addresses. Change settings

Phone (you will receive a phone call within the next hour) *

Short answer text

CHANGING
Description of cybersecurity incident Ma ryl and
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SCRIPT - SIZE, INDUSTRY & COUNTY
INTRO & DISCLAIMER
Are you comfortable asking a few questions? Please answer only what you are comfortable answering.

 What does your business do?

* Do you have an attorney?

* Do you have cyber insurance? Have you opened a claim?
 How large is your organization?

 How largeis your IT team?

 What do you believe is going on?

 What is the scope of the impact?

 What are the symptoms?

* When did the impact begin?

 What have you done, if anything to attempt a fix?

* Has the hacker been in contact? If yes, what are the demands?

* Areyouregulated? If yes, by who? E
Thank you. We will use this information and send a recommendation in an email. From there, that company will g

reach out to you and you will engage directly with them. We will follow up to check in. Mfé‘lj)\llgnd
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Educate your donor base

« Statement on website
* Reinforce through newsletters emails with link to site URL
« Warn them about unscrupulous imitators

* Include an image of your site

NOTE: The content and presentation provided is for informational purposes only, it is not intended to be legal advice. &
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Insurance Company
Requirements

 Policy —do what you say you do

* You fill out insurance applications as
corporation, it is not same as your
household- a legal attestation-
verifiable and true

« May not pay if changes

NOTE: The content and presentation provided is for informational purposes only, it is not intended to be legal advice. m
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Claims process

Be ready:
Prepare,
Practice,
Preach it

NOTE: The content and presentation provided is for informational purposes only, it is not intended to be legal advice. &
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Cyber hygiene

Practices: everyone, all the time

* Policy: do the things you say you do
« Updates: all the things

« Engage service comp to monitor and patch
systems

 Physical controls

« Conference rooms and board member’s
equipment

NOTE: The content and presentation provided is for informational purposes only, it is not intended to be legal advice. &
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ADVERSARIAL INSIDER THREATS

Disgruntled Financial
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nad

CHANGING
Maryland
FOR THE BETTER



ryland

Secretary of State

CONTACT INFORMATION

Charities & Legal Services Division
Website: sos.maryland.gov
Charitable Organizations Division:
Phone Number: (410) 974-5521
Email: DLCharity SOS@Maryland.gov
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